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Frontier agents on AWS
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Autonomous incident response

/S DevOps Agent

Proactive incident prevention

Drive operational excellence
with a frontier agent that
resolves and proactively
prevents incidents

Integrates with your DevOps tools

Intelligently maps your resources
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Always on incident
response

alarm transitioned to ALARM state

- Auto responds to alarms and tickets

- Shares hypotheses, findings, and root cause

- Provides detailed mitigation plans

Systematic investigation of system changes, input anomalies, resource limits, component failures,
and dependency issues across your entire stack, targeted mitigation steps, reduced MTTR.
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Proactive incident
prevention

Reviews past incidents
Identifies underlying problems

Recommends fixes

Prevention

Agent summary

DevOps Center Incident Response Prevention

AWS DevOps Agent looked into 4 past incidents and provided 1 new recommendation

for the past w

k. The notable recommendation addresses implementing PostgreSQL primization .

connection retry logic with exponential backoff to prevent service outages from
transient database failures. This recommendation responds to recurring issues where

application logs showed zero connection retry attempts during database SSL
connection failures, causing the service to go from fully healthy to completely
unresponsive within seconds. The proposed solution includes configuring [
connection pool with proper validation settings, implementing exponential backoff
retry logic using SGic ur vr vacor Br i \r vr Wj with 5 retry attempts, and adding
connection pool monitoring to detect issues before they trigger instance termination.

Recommendations

Status 1

Needs
review

Needs
review

® Approved

® Approved

Title 11 Created fl

Implement PostgreSQL connection retry logic with exponential backoff to prevent service outages
from transient database failures

Configure automated instance isolation response to CloudWatch CPU alarms to immediately stop  2025-11-11
i

cryptocurrency mining

Implement Auto Scaling Group instance refresh with health check validation to limit deployment
blast radius

Integrate target group health check validation into CDK deployment workflow to prevent 2025-11-11

incompatible configurations 042

Analyzes patterns across historical incidents to provide actionable recommendations in four key areas:
observability, infrastructure optimization, deployment pipeline enhancement, and application resilience.
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AWS DevOps

Agent key
capabilities
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A team player

Responds to tickets and
alarms, and shares findings in
team collaboration channels.

A pipeline pro

Finds changes that cause
incidents, and recommends
pipeline improvements

A telemetry expert

Quickly introspects alarms,
metrics, logs, and traces from
any telemetry provider.

Knows your apps

Maps your app topology,
learns from your runbooks,
and understands your cloud




AWS DEVOPS AGENT

A team player

s=slack PagerDuty

from & Salesforce

servicenow.
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Responds to tickets and alarms from your existing
tools, like ServiceNow and PagerDuty

Posts its findings in triggering tickets and team
collaboration channels, like Slack

Works together with other Al Agents, like Dynatrace
Davis



AWS DEVOPS AGENT

e Built-in connections to AWS CloudWatch, Dynatrace,

A telemetry Datadog, New Relic, and Splunk

expert « Extensible to any telemetry provider, including
Grafana and Prometheus via MCP server

./ e Quickly and efficiently queries alarms, metrics, logs,
’ ?ﬂ and traces during incident investigations

dynatrace DATADOG

v splunk >

new re]ic a C1SCO company

 Recommends observability posture improvements
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Is a pipeline
pro

« Built-in integrations with GitHub and GitLab
 |dentifies incident-causing code deployments
* Provides roll-back guidance

 Recommends pipeline improvements to prevent
future incidents

GitHub & GitLab

aWS © 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.
p



AWS DEVOPS AGENT c c o
« Learns your organizational practices and process

KnOWS your from steering files and runbooks that you provide
Companyl CIOUd: « Has deep knowledge of your AWS cloud services
and apps and 1-click “ask an AWS expert” support

* Builds and maintains a detailed application topology
graph to inform and guide its tasks
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Agent Space — Mental Model

An Agent Space defines the scope of what AWS DevOps Agent can access

‘aWS, i Q Search [Option+S] (EN] Q ® 3 United States (Oregon) ¥

® © ©
CloudSmith <
Agentspaces . ©

AgentSpaces An AgentSpace represents a single CloudSmith installation.

Application X_Prod ( AgentSpace Details )

Description
This AgentSpace contains the production environment of Application X, including its AWS native cloud resources, CloudWatch observability signals,
SIMT CTls, , Pipelines, Gitfarm code repos, and development team from Bindles.

Team_Y ( AgentSpace Details )

Description
You can also create agent spaces that map to your team structure.

Simbai ( AgentSpace Details )
Description
An example
@ CloudShell Feedback © 2025, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Intelligent Application Topology

Application Z
omethi Li o

Somethin:

The agent builds a comprehensive

g a little more complex
(@(@ View your agent in action
J /])', Launch the web app experience to use the AlDevOps agent to its fullest extent
map of your system: e ==
g L

« System components and their
interactions A
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« Deployment history tracking
. Dependency relationships

- Resource discovery that grows
over time
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EXAMPLE CUSTOMER

Commonwealth
Bank of Australia

“AWS DevOps Agent's seamless integration with our existing
enterprise tools including ServiceNow, Splunk, and our custom
MCP servers makes it even more valuable for our operations.”

Before After
5+ hours Under 1 hour
Unassisted RCA With AWS DevOps Agent
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Demo: Retail Store Architecture + DevOps Agent

Observabilty Stack
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e Home Gadget Repository

The most public Secret Shop

Everything a secret agent needs, minus the paperwork

Mission Critical Gear
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Demo Learnings

« Network policies can make services unreachable - Pods appear
healthy but can't receive traffic

« Check NetworkPolicies early - Often overlooked during
troubleshooting

« Pod health # reachability - A healthy pod may still be
unreachable due to network blocks

- DevOps Agent checks network configuration - Not just
application health



Thank you!

© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.




	Title slides
	Slide 1

	Section Dividers
	Slide 2
	Slide 3
	Slide 4
	Slide 5: Always on incident response
	Slide 6: Proactive incident prevention
	Slide 7: AWS DevOps Agent key capabilities
	Slide 8: A team player
	Slide 9: A telemetry expert
	Slide 10: Is a pipeline pro
	Slide 11: Knows your company, cloud, and apps
	Slide 12: Agent Space – Mental Model
	Slide 13: Intelligent Application Topology
	Slide 14: EXAMPLE CUSTOMER  Commonwealth  Bank of Australia
	Slide 15: Demo: Retail Store Architecture + DevOps Agent
	Slide 16
	Slide 17: Demo Learnings
	Slide 18


