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Agentic Al for Network Maintenance Operation EN

currentTime  Dec 03 (Wed) 14:55:00 Network Analysis Agent
CORE TRANSPORT @
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In Service In Service

Examples: Tell me the overall network status ~ Where are the failures occurring?

Prefecture judged as abnormal by generative Al
Ctrl+Enter: Send, Enter: New Line
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Agentic Al for Network Maintenance Operation :
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Examples: Tell me the overall network status ~ Where are the failures occurring?

Prefecture judged as abnormal by generative Al
Ctrl+Enter: Send, Enter: New Line
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tokyo23 Network Topology

[Edge_Route C Tokyo_Customer_Edge_Router_#4 @

Routel #31
_l'\;ou gk riRouter #32

Tokyo_Access_Router_#2258
“TOKYO “ACCESS_KOUTer #zz57
NKVO ArCcacs MALTAr ZI//an

Tokyo_Access_Router_#2260
TOKYO_ACCEeSS_KOoUTer #zz5y
- Tokyo_Access_Router_ #2743
CINKVN ArCrace  Nolral rras

Tokyo_Access_Rout{) #274

TOKYO_ACCeSS_Kouter_wZr4

Tokyo_Accesd@liRouter_#2426 s_Router_#211 -
OKyO_ACCeSS_KOUTer_#Z/44

TOKYO_ACCEeSS_KOUTer_#Z4Z5 5§ T3
N |
Machine Name List

Tokyo_Customer_Edge_Router_#1
Tokyo_Customer_Edge_Router_#2
Tokyo_Customer_Edge_Router_#3

Tokyo_Customer_Edge_Router_#4

Tokyo_Aggregation_Router_#1
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Agentic Al for Network Maintenance Operation > tokyo23 Network Topology

Abnormai-Sevice Summary (2)

Tokyo_Aggregation_Rgcu...

Tokyo_Access_Router._....
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Tokyo_Access_Router_...
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Agent %
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Observability

#85 T0pology Uetermination

gation Router-D0wNsx nodes (2) have max degree 11 and 5, functioning as clear hubs
outer-UPs= nodes account for 6 » positioned

n Gateway Router nodes (Aggregation Gateway ’(:u!rs-’\?‘»\;;"‘ihﬁsiod ;err-of thxe-o.Ag-eﬁt small numbe

- Max degree 11 node ¢an connect to 61% (11/18) of all nodes
- Extremely low graph density suggests a radial connection pattern

This structure is a typical ssHub-and-Spoke (star) topologyss with Aggregation Router-DOWN nodes at the center and Access Router-UP nodes radiating
outward.

#28 Recosmended Algorithas

des) allows execution of multiple algorithas:
identification

leneck detection (Aggregation Router-DOWN role verification)

@rPhase 2: Algoritha Execution

Subgrap ded algorithmg can be safgly executed.

w1 . GraphrAlgorithm-Based Root Cause Analysis

odess: Tokyo_Access_Router_#678 |score: 0.8235)
raing node rankingses:

stion_Router_#29 (Aggregation - 0.6471 #
) = 0.2941 ¢
ars
- %xTop n k mer_Edge_Router_#3 (Aggregation Gatewdy Router-A) (score: 9.802594)
Router_#29 (Aggregation Router-DOWN) - 3.11e-05 ~

tion_Router_#29-UPB - 2.008¢-05 «
- Rank 7: Tokyo_Aggregation er_s23-UPA - 2.006-05 #
- Rank 14: Tokyo_Aggregation_Router_#23 (Aggregation Router-DOWN) — 8.BS5e-06 ~

#8# 3. Connected
- ALl 18 nodes be

5 (0.07s)
g to 1 connected component — network is fully connected.

#28 Key Findings:
- Spoke conf
t cause candid
raing node r

cess_Router
Gateway Rou
ming nodes ra

 Phase 3: Strategy Coabination
Phaea 3 a

Tatanratinn D ¥ alnarithae e

RCA AgentMFEULEERE(COVWTHER I DENHED,
AR —AFUI LT, EEAD7NREEV\EEZI)VI T3,




Agentic Al for Network Maintenance Operation > tokyo23 Network Topology

Tokyo_Aggregation_Router_#29 Device Details

- Q Root Cause Analysis

alainis

©

Impact Scope

« Direct: Tokyo_Aggregation_Router_#29 - BE11 line card interfaces
» Secondary: CER1-A/CER2-A (Threshold Crossing Alarms)

«» Downstream: BE11 series (VLAN 200/220/240/260), NxGSN call
processing quality degradation

Q Tokyo_Customer_Edge_Route

Amazon Bedrock
Network Knowledge

Network Agentic AI

Amazon Bedrock Amazon Bedrock Amazon Timestream
AgentCore LLM +Traffic Data

Observability Amazon Aurora
Agent -Alarm Data
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Amazon Neptune
Orchestrator “Topology

Network
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Maintenance RAN
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o Tokyo Access R’nﬂL ABG@ss R’ut;nms -ﬁ‘otw Az ' R mmended Actions Knowledge Base
Priority 3: Line Card Replacement (Estimated time: ~5 minutes + recovery
time) If fault persists after SFP replacement:
Follow the progressive escalation stra 1o MINIMIZE SErvice disruplion:
1. Execute "Removal Instruction® command template L3 S l:m e ‘ e i’ P :
esPriority 1: Fiber End leaninges @15 minutes . 5
2. Confirm target card ATTN lamp flashes blue el Bt lnS|de Of the Agent
3. Execute "HW Power OFF" command
4. Remove all cables and loosen non-captive screws A T
ated cleaner
5. Pull module out horizontally
Start Date End Date — —
Traffic Alarm Details 12/03/2025 (8 ~ | 12/03/2025 ;| [ UPDATE 83 sapriority 2: S6P Module Repl
Traffic Data (38Ports) Alarm Data 2
3.
: \ oPs / past troubleshooting history
Port Name Status Traffic Trend Time Alarm Count  Alarm Names E 3 o pecae
7 ification)
A Te (32Ports) IF operation status error occurred 9. ch until 1t cuic
Life-of-death surveillance is not po S CTSe INT Tty o INLLaTear > Rinutes
Te0/2/0/0 0 error/di
e0/2/0/1 error/drop r j\mfv__u‘\ Dec 3, 2025 2:00 PM 26 Hardware operation status error o
5 2282 wxPriority 3: 1lr-‘!, Replacemsentex @~1 hour
BFD session state error occurred SFP replacementss
Te0/3/0/6 idle
OSPF neighbor state error occurr e
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Agentic Al for Network Maintenance Operation > tokyo23 Network Topology > Tokyo_Aggregation_Router_#29 Device Details N

Tokyo_Aggregation_Router_#29 Device Details

@ " Q Root Cause Analysis

Root Cause Analysis Results -
Tokyo_Aggregation_Router_#29 (2025/12/3 15:00)

Network Analysis Agent

A Agent's Response

Note: The information about UPF-N029 and direct vYMME-029 connections to this Aggregation Gateway Router
could not be confirmed from the available topology data. These components may be in separate network
domains or managed through different systems.—

Traffic Alarm Details

Traffic Data (38Ports)
Port Name
v Te (32Ports)
v Hu (4Ports)

v other (2Ports)

f i

“Tokyo_Access quLr ES8ss_Rokyay_AZ268s_Foklay A2

-

| Tokyo_Customer_Edge_Route Fault Summary

L 4
/ Target Device: Tokyo_Aggregation_Router_#29 (Tokyo Aggregation
Router) Eault Datectian Time: 2025/12/2 14:40-11 Status: Critical

® Recommended Actions

Remediation Recommendations

h

Tokyo_Aggregation_Router_#29

Immediate Actions (Escalation Approach - Priority: HIGH)
Step 1: Fiber Optic End-Face Cleaning (Estimated: 15 minutes)

« Least invasive approach to resolve optical transceiver level

abnormality
Start Date End Date ~
12/03/2025 8 ~ 12/03/2025 (3 | UPDATE
Alarm Data
Status Traffic Trend Time Alarm Count Alarm Names

IF operation status error occurred
Life-of-death surveillance is not po:

Dec 3, 2025 2:00 PM 26 Hardware operation status error o

BFD session state error occurred

OSPF neighbor state error occurn

Examples:

Ctrl+Enter: Send, Enter: New Line XECUTE A

INCIDENT IMPACT REPORT B

Tokyo Aggregation Router #29 Failure

Incident Reference: tokyo_aggregation_router_#29

Incident Start Time: December 3rd, 2025, 14:46

Analysis Period: 14:46 - 15:00 (15 minutes)

Report Generated: December 3rd, 2025, 15:00 x

EXECUTIVE SUMMARY

A critical network incident affecting tokyo_aggregation_router_#29 (Tokyo_Aggregation_Gateway_Router_#4)
has resulted in widespread service disruption across central Tokyo. The root cause analysis indicates a
Aggregation Router (Wireless Gateway Equipment) failure at Aichi_Aggregation_Router_#1 with cascading
impact to downstream Aggregation Router infrastructure.

Critical Finding: The incident affects 661 base stations serving an estimated 132,200 to 661,000 users across
multiple Tokyo districts.

IMPACT AREA

Geographic Coverage

Show logs related to failures occurring at  ~ Analyze the root cause of the failure at
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Architecture of Agentic Al system
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