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permit(
principal is AgentCore::OAuthUser, [g Agenthre
action == AgentCore::Action::"RefundTool___process_refund", Policy
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agentcore:us-west-2:123456789012:gateway/refund-gateway" vw— )| #3507 ALLOW or DENY

) { BuwhwoTU

when
principal.hasTag("username") && . AgentCore TAAY —)L
principal.getTag("username") == "John" && i Gateway 7 g33S / API \
context.input.amount < 500 ~
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May 10, 2023: Amazon Web Services announces the Open-Source release of the Cedar SDK. Learn more

AWS Identity and Access Management (IAM)
MU —EDOFEUE

Cedar is a simple yet expressive Cedar is fast and scalable. The policy Cedar is designed for analysis using ° PA RC P - . I A t - R d . t .
language that is purpose-built to structure is designed to be indexed Automated Reasoning. This enables rl n CI pa V4 C I O n I/ e SO u rce / CO n I I O n &
support authorization use cases for for quick retrieval and to support fast analyzer tools capable of optimizing \ — 7 t =
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vac Site
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AgentCore Policy :

(prompt ) ©

Resource scope

GW-Insurance-Underwriting v |

Allow the user to call the Application tool when the coverage amount is under 5
million dollars. If a user has a principal tag called department_name equal to
finance, allow the user to invoke the risk model access tool.

P Generate Cedar

aws

Cedar preview (2) © Policies generated
Load Cedar examples £ Edit Cedar (Code)

v policy_cvilj © valid
Principal:
permit ( AgentCore::OAuthUser::"<sub>"

principal,
action == AgentCore: :Action::"ApplicationToolTarget___c
resource ==

AgentCore: :Gateway: : "arn:aws:bedrock-agentcore:us-e

) | Resource:
when { ((context.input).coverage_amount) < 5000000 }; AgentCore::Gateway::"<ARN>"

Il v policy_6xfo0 ® valid

Action:
permit ( AgentCore::Action::"<ToolName>

principal,
action == AgentCore: :Action::"RiskModelToolTarget___inv
resource ==

AgentCore: :Gateway: : "arn:aws:bedrock-agentcore:us-e

D)

when

{
(principal.hasTag("department_name")) &&

((principal.getTag("department_name")) == "finance™")
b
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AWS Security Reference Architecture — Generative Al agents

 https://docs.aws.amazon.com/ja jp/prescriptive-quidance/latest/security-reference-

architecture-generative-ai/gen-auto-agents.html

Four Security Principles for Agentic Al Systems

« https://aws.amazon.com/jp/blogs/security/four-security-principles-for-agentic-ai-
systems/
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Thank you!

Ryuhei Shibata

shibary@amazon.co.jp
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