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» Manager for ISV/SaaS
Migration & Innovation SA Team
(Joined AWS on 2015/12)
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OWASP Top10:2025
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A01:2025 - Broken Access Control -
A02:2025 - Security Misconfiguration )
A03:2025 - Software Supply Chain Failures )
A04:2025 - Cryptographic Failures )
A05:2025 - Injection ¢
)
N
N

A06:2025 - Insecure Design

AQ07:2025 - Authentication Failures

A08:2025 - Software or Data Integrity Failures

A09:2025 - Logging & Alerting Failures -
A10:2025 - Mishandling of Exceptional Conditions (new)
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https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A09_2025-Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
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AWS Identity and
Access
Management (IAM)

AWS IAM Identity
Center

AWS Organizations

AWS Directory
Service

Amazon Cognito

AWS Resource
Access Manager

Amazon Verified
Permissions
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AWS Security Hub
Amazon GuardDuty
Amazon Security Lake
Amazon Inspector
Amazon Macie
Amazon Detective
Amazon CloudWatch
AWS Config
AWS CloudTrail

AWS Firewall
Manager

AWS Network
Firewall

AWS Shield
AWS WAF
Amazon VPC
AWS PrivateLink

AWS Systems
Manager

AWS Verified
Access

Amazon Macie

AWS Key Management
Service (KMS)

AWS CloudHSM

AWS Certificate
Manager

AWS Private CA
AWS Secrets Manager

AWS Payment
Cryptography

Server-Side Encryption
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AWS Artifact

AWS Audit
Manager
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Culture of Security
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A security culture is

not bUIlt overnight
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Security for App Builders @ Loft #1
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15:00 - 15:10 Opening Session
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Thank you!
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