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e AWS re:Invent 2015 - Scaling Infrastructure Operations

e AWS Summit 2016 - DevOps, Continuous Integration and Deployment
on AWS

Hd3N L EZ]]

e DevOps & AWS

e XM SE0Iet2AALID?
ANEE MG0|et AL
e AWS DevOps E&2_1

e AWS Cloud Adoption Framework - Operations Perspective

e Introduction to DevOps on AWS
e AWS 2H MIEAE

97 amazon
37 HIOl Xl ¥ webservices


https://www.youtube.com/watch?v=esEFaY0FDKc
https://www.youtube.com/watch?v=bSa_byGRGR4
https://www.youtube.com/watch?v=DurzNeBQ-WU
https://www.youtube.com/watch?v=DurzNeBQ-WU
https://aws.amazon.com/devops/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
http://blogs.aws.amazon.com/application-management
https://d0.awsstatic.com/whitepapers/Operations_Perspective_v1.0.pdf
https://d0.awsstatic.com/whitepapers/AWS_DevOps.pdf
https://media.amazonwebservices.com/AWS_Operational_Checklists.pdf
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AWS Support
e AWS Cloud Operations Review
e AWS Premium Support
e AWS Trusted Advisor

=2

AWSZ2| Well-Architected Z 422 3= 220 &HE XM O] 2 A GHH
S280|0 JHEQ AIABZ HHGHD FoH)| |Iet ChA DXl =2 J|8te
A 2" At E HISELICH Ol ZHLRHIAMA= JIE O8N E= HetE
OPPIEME HES &= U= B IHA 223 2242 = |BHOIl CHSH AWS 2 &
AeIE MAIZLICH OIEI U Ol ZHARAIAE AHESHH JISE Q7 AFE

EHS S OFTO0ID SSH ALHS PES & USLICH

J| A

0l

N

o1 9 =X QILICH

Ct

00
o

Mo Hd0ll ==

Rl
0

nio
[HH

e Philip Fitzsimons, Sr. Well-Architected & & 0iL| X{, Amazon Web Services
e FErin Rifkin, & & XIS 0HL|I X, Amazon Web Services

e Amazon Web Services2| £t £F & =4 Ot J| &l E Max Ramsay

e Amazon Web Services2| 2t EF & OFI| &l E Scott Paddock

e John Steele, Sr. J|= H & 0HLI X, Amazon Web Services

e Amazon Web Services® £F & 07| & E Callum Hughes

)

=N 0| =

20153 118 202, /&l Amazon CloudWatch 2 1 2 & 22 0|

201649 118 202. 28 P4 J|E= 28
SES ES0JI R THE JIEtS HE € &
S5 s RS =8
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https://aws.amazon.com/about-aws/whats-new/2016/04/aws-support-introduces-operations-reviews-recommendations-and-reporting-available-through-enterprise-support-plan/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/trustedadvisor/
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T

2 =: Well-Architected 2 2, &H & D H
Add|

0l 22 0| Al = Well-Architected & 2t &4
D28 AHIE HISBEHLICE

Pl
[
0l
1|
my
ro

=8 JIeHHl 2

ID & HAA 2

SEC 1. How are you protecting access to and use of the AWS root
account credentials?

AWSZE HE XA S22 0HH 2 NS RE = 2Z 22| X2 = AHGHH,
Jtset &t BAH ALEoH0F & LICH & 28 Atelli= AWS Identity and Access
Management(IAM) AFE XS CH= 1), 0|2 221X DS 0 HZ & TS, IAM
MEXIHE S 2elcte JLICH AWS RE HEHl= API DI U2 H
OtEIH, 2 et 2SI QAU OF & LICH L8 6t E 9 O Multi-Factor
Authentication(MFA) CIHIO| A0 HZ & JAO{OF &LICt Ol RE X+

&S d 2 AWS Management Console2 SO A CF A2 & 4= UL F SH0,
OHE2IAHOIE T2 e CIEHOIA(APD) S0l AFE0lAl 26t== & LICH.
US THEOHE M E= 28NN = AWS RE HE U2 SHS BHZESHALE

X &otA ZSLICH

2 At

o MFAE AI23l0 2EE L FABIO2 AIR £/ A5H0] T2 =0
CHoH A O AWS 2E H X K2 SHS AZELIC

o FEE MNEoHA %S

SEC 2. How are you defining roles and responsibilities of system
users to control human access to the AWS Management Console
and API?

-
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=

“=ote= A ALICH AHE X 2152 IAM(Identity and Access
Management) 1SO0|Lt WXt HE HMAE 28 IAM S S, Web IdentitiesE
A Z 381 L, SAML(Security Assertion Markup Language) S &2 Soll (0l

o =2 o

Active Directoryl| &gt H2|) L= & EFE © 2 SAMLO| L} AWS STS(Security

ST 2 MU= ABR 1SS 2SO AIAE AIB X0 Hol ROl g
9 molS

Token Service)E Sl S&ot= EH\P 2 & (0l: Okta, Ping Identity &= J|Et
AEE Jlz)s9 ULet I== AIS 5P04 dolg = JUSLICL SR HE=2

AMESHX &= 210l EsU EP.

28 Atdl:

SEC 3. How are you limiting automated access to AWS resources?
(e.g., applications, scripts, and/or third-party tools or services)

AMEXNDES UHEE 2N RAISHEIAIOZ HYASE Y AHESZ A6l Ot
LI Ct. Amazon EC2 QI AEI AN Al Ol24St D& S EC22 IAM € &H0|ct )
SHLICH & 2% Atdll= EC2 2 AWS SDK £ = CLIC IAM 9 &S AlEol=
AALICL OS2 EC2 M SYO JAM Y9 e Ms )|I2X802 X|KEHL|CH.
UL OZ AMNEX AZE SHSEC2 A ABAZ ARILX|OH AJEE Y A A
DEN A2 =HS olE BTHole A2 HAEC X ESLICH
28 Atdl:
o XS HHAN AIEZEH=EE XA Y 0|2st A2 SE S OHMBHA|
XN &SHLICY.
o XS UHAE AT SH QAUS QIABA T2 W L= Amazon STSE
ArEZ5H0 22| & LI CH
o amazon
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=PNIDSING

SEC 4. How are you capturing and analyzing logs?

2 1E WUXHO= A2 HESUHAN B AAHEN OIEIIMA 22 =2
TAIGtE Ol SQELICH 8 298 Atdle 208 220K 20 XMl AlA
CloudWatch Logs, Splunk, Papertrail )22 )82 & A& FI| 1L,
HIALIA 70 et 0l XMele &= JAE== Amazon S3 H2! 0l 4 &Edt=
JLICH LetNol 2] AA=AWSAPI & AFS A 2t 2 (0: AWS
CloudTrail), AWS A HIAE = 71(0l: Amazon S3, Amazon CloudFront &),
A A 27, EFAF OFE A0 A E 2 1 LICH Amazon CloudWatch 215
A& 3t Amazon EC2 QI AE A AWS CloudTrail £= JIEF AAS 2 2 =
SLIHEGHY], MEOHH, HHAE 4= ASLICH

& (Ol

e EE5=2 HMAJ| 2LIHYE Amazon CloudWatch 21, 0|HE, VPC S &
Z21,ELBZ1,S3HaA 21 s

e AWS Cloud TrailS & 43}
e 2Y HMN E=0HE2IHOIE 2OE 2LHE

oluct 25

SEC 5. How are you enforcing network and host-level boundary
protection?

T 0IA CIOIE AEI0IA DMZ= 2382 AFE00 A2 g 4= A= dY
Al2lg = 9le G0 U= HE AIAEN 2 LICH AWSOA= &8 HE
AEH BIME HatHS AESSLICH &8 & 2t s 2ot 150[2tL] ofH,
EH HI XM & 232 = Amazon Virtual Private Cloud(VPC)9| ANBY Z BESo6t=
HEHZ BAA MAH S=ACL)0I2t) &LICH & 2- Atell= VPCOll A
ANAEIES Ao, ot JEWM S D8 E0H0: & HS, 8 HE S)

2 HESR I ACLOIA 2IXI 218t 2ok = Y & MEUI0 A Elastic
Load Balancing A&, )t& S9Y & OE MEYHAM & HE )2 82ot=
AdelL|CY.

0z B H8 1o

-
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28 Atdl:

e VPCUOIA UERI EE MA KHE S0 &3S, 22 115, NACLS,
BHA™ SAE S= AAEELICH

————1

o FAUA UERI EHE MO 0HIE S0 AWS WAF, SAE J|EH & 3lH,
£t 15, NACLS = AtEELIL

SEC 6. How are you leveraging AWS service level security features?

AWS AlHIA = =D 20 Dl s HI-‘-%—’F?A% LICH(Odl: Amazon S3 H 2! & =4
Amazon SQS, Amazon DynamoDB, KMS J| &2 ).

D H At
o HAES AR FIIIISS AE
SEC 7. How are you protecting the integrity of the operating system
on your Amazon EC2 instances?
T HEIJEMHE 2E MNC RE24S Esote AYLICEL IIE SAE J|Bt

J1Z(0l: OSSEC, Tripwire, Trend Micro Deep Security S)= AF25+0{ Amazon
EC20il A OIE &g =& = JUSLICH

D28 Atdl:
o MU PAMHEC2QASHAN IIY 22 A HMOE AFZELILC.
o EC2& EXEC2AHANSAE JIBHEQ EX HMHE
A2 &L

e AWS Marketplace £= IIEUH £ 8 AWS Marketplace &= APN
MEHS £F &= AHSELICH

o IHALIERIIE2XNOZ BSE = AI2X XIA Amazon Machine
Image(AMI) £ = & 22| & (0l: Puppet £ = Chef)E AtS & LILCH.

-
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GO E=
SECS8. How are you classifying your data?

CIOIH 7= 220l Tt =242 UI0IE E =0t 2= MSELICH
HIl0l= A= Jts&8 OI0IEH =&, IO |IXI, BAA A, o 23(0:
g3t L= HMA HOHE AIS)IFESELILH

2 At

o 0IOIH &% AJI0E AIE
« ZE=EUOHE UH UOIEHZ Hes

SEC 9. How are you encrypting and protecting your data at rest?

JIEL Bt HH=E MEE HOIHE 25 3tot= 2 LICH AWSE= 220|HE
Z(0l: SDK X &, 2 MM XI&, Windows Bitlocker, dm-crypt, Trend Micro
SafeNet S) £ MH =(0ll: Amazon S3) 23532 25 AIE06t 0|2

KN2AELICH M = &S 3HSSE) £ Amazon Elastic Block Store 253t =&

S A8 2T UBLLC

Jh

D At

o EQRSIN %S MY OI0IH &S0 20Kl 25 LICH

o NE A 53

>
tol

SEC 10. How are you managing keys?

= 2250|102 BSollotoll MAES WA HMS Molst D) AFE6HO0F 8HLICY.
CY Atell= 22 AQYE L OHZ2IH0IA0 0l24E S E GHEDLYGHA
U= =Oo|gte A4 LICH
O A|.E;”
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e AWS CloudHSM AWS CloudHSM = Al &LILC}.

e AWS AHIA MO AFE AWS MHIAZE JIHE AFE0HH H &S HIOI HE
&S ote = UASLICHOM: Amazon S3 SSE, Amazon EBS &S 3t =2&
Amazon Relational Database Service(RDS) Transparent Data
Encryption(TDE) ).

o S20IHE S AE ZSU0IHE FJI== MESHH ME= UIOIHE
g=steLth

e AWS Marketplace £= IIEUH £ & AWS Marketplace &£ = APN
IEUHS =282 AFEELICE. (0l: SafeNet, TrendMicro &)

SEC 11. How are you encrypting and protecting your data in transit?

D At = °*§§P% ANESIH &85 SO HIO0IEHE ESols A LICH AWSE
AHIA APIO CH &St S } A
Amazon EC2 CIAE A LU A CHSH D=2 AIESE &= ASLICH

S AR

QoA &8 85 OI0IH 2=3F ER0okXl & sLUICh

A 2S3 S0 TLS S= HE0| A= LI

ol

[ ]
O e

CIANIHE THE

SEC 12. How do you ensure that you have the appropriate incident

SO QANEHEEL M =1 R HHAS OtEGHD AABHE HESS ZIIHCL=Z
HASSCHH HII0 DAY SRIIISSHES OIS HE HH0IER

- AsLICH

O AI.E;”

o UUHA AE TZH| N Y InfosecHl = A SH HAA E= = H M
2= Ues =20 2D USLICHLAAIHEN HES| HSE = UES
Oleist WAHIAIN AFE O Z2H| MY SO OF 8L CY.
.
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o« TTRAFUEOIAHEN HEG| S S 4 U E = InfosecTt XA &
T E AWSO| AFE BH I & LI C.

o HIZREH M AUSIANBHE HS AISH0ES H ZT2HE S 0IA
HIIHOZ AAIG 012 S LS NES O L S0l
SEELIC

e D2HE AT AL OALE S AISH0IES Z2EHHE SH0A
HIIHOZ AAIGID 01S Sa 22 NES O L 220
SE Lt

J| et

REL 1. How are you managing AWS service limits for your accounts?

AWS HIE 2 Jl= MHIA Tt [[PEPEEI:II SRS =)

NEOH 2 2LAE A2 IT2HIHY 22 HXELICHAWS D2
O eSS

ot=
2t XS] AWS MEIA 2715 EII6tD ALEE IE 2t el ™
HBot== Q& HOF &LICH

D At
o HNET 2ULIEHZ L 22| 2MHE AWS AI2S Eotold, el™ HetsS
M| =010, AH=SE SIHE HE EHLICH

e X ZUHE £& SH0 E20otH ZNot== =+(0: SDK)E
& & LICH

o JHEE MHIAME X HEE == Y= AMHIA MEtS =Kok 0l0
et £ A LIt

o ANHIA NS 20 AHESE MO0l B0H =X E =S8 =2 =& 40
UK &0l

o = 2E HE A 2HUA ABIA RISE U1d

-
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REL 2. How are you planning your network topology on AWS?

W=l 0lE 2 JI22 2 EC2 Classic, VPC, VPC S ofLtE 0| &2 & jo:|0'|| SN
= USLICH AIAE AE BetAE TP/IHES TP =4 22|, VPC/Zel0| 8 =4
22, 018 1 &

=017 22 YEHD D3 AR 2atec) LA 2E
9|5 | = ALEHILIC

Ch.=8 L FE RES 201J]| Rlodid=E 2SS MUZ2
H&lotl) 2 Astote 201 Ry & LICH
Y Akdl:
e OIOIH HIEHZ CHAl HZE0| 2R0tX &3S
o AWSS 2Ig0|A &3d 2t IIEd HE(806t= BR) o= E=
S92 DX 2 2, =42 VPN & &, AWS Marketplace HZ 20| & A,
e FOZEMNESHAE RS WIIIEBH UERAI HE DIIEH 2= Held
2 /L= T = Al, DNS Dl gt EE@,AWS Marketplace HZc2t0IA A S.

o HIESH Z0|Y! IP =4 Y| Virtual Private CloudOil M JHA TP =
HP U NBUS AIZ5= R0 S IHIIAZ SEDHU O &

SctRE 8 L= 20diilA 3= 5= AtE0tH o g LI

o IP ABY &Y Y Amazon VPCIP =4 H= JIE 9Ho| B Ul
gt FSF EAS Dol S HECIAHOIAL 27 AIE S
206| 40k & LILCH

S JIse AAEE2 2IAAE IS22 FIIGHALE HMAE = A= sHE4d2
HFZDN /UL Z HHH HEUHANE =20 IS0l HEE = ASLILCH
S8 A
o s XA =X IIsSt MBIAE AIs22 AFSELICH0I: Amazon S3,
Amazon CloudFront, Auto Scaling, Amazon DynamoDB, AWS Elastic
Beanstalk ).

o 23 HAE 25!
)

HdHS MM =& &0/ S22 0lE 2+
Ve

-
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REL 4. How are you monitoring AWS resources?

REL 5. How are you executing change?

SHE0N e MIMZ X H2HB2S HB IJSF=S WSot)| HEH 2HsLICH
HZCIHOIE DL 2Y SHH0| LHE AT EYHE A ACH M= Jtsst
BIAIO2 THX| F= WHE &A= I2HIHE = AWS 2lAA &
OHScIAHOI&E CHEE M & 10| 2 REFLICY.

28 Atdl:

&0 22
REL 6. How are you backing up your data?
GIOIH, Of=clAH 01 & &

=<
dolg)s HEotH B

SSAMIYAL.

g (S0 REE 2 MM E
T AIZHMTTR) & SH S5 AIE(RPO) 27 AHE 2

o
—
=
-/

-
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28 Atdl:

& AWS J|' S, AWS Marketplace S8 £ = EIAF AZERIHE
oto] BH S XS sHELICEH
o HIINMOEJHAE SR HAEE SOl KA
2! RPOE S=0t=XI &elgtLICh.

Is

Z MNA 780l RTO

REL 7. How does your system withstand component failures?

OHSCIAOCIEU SARZE SAH 2= DP%

< 0L
S

C

10
O&!
Y
I

AI&F(MTTR)OH et 2+ AP°*O| AUgLnte e JE U SAds AFES
OHZ2IAHO0IE S 2=otD SHO HHE = %15% BHZSLICH =2 )IE8dS
ddotcdd el =2l A 9rIIIO1I HHELoHOF & LICH SR EdE ZFEF HE
HS(W: & A5, oIEHBI0IA)S F=ELICH 6I10l= 2UEE, IHAH =+,
St OME SH A 270 Uet 28 S0 ZgE LI

S2H Atel:
o OIESAZ/2IE HZ2120/&8 2EZ 0i2 JI2 ¥ /2| ®(0l: DNS, ELB,
Application Load Balancer, API Gateway) 2 & & &HA| 2 LICh.

o ANZEBSHLUESOH UIIGE AAE, AECY ANAE FIASZSR
2

E—F)

o HAAIISSAEE AL 2242 SE5H0| 24 HEHIH0tE 32 4
4 XNMIIOIMNLZ ENEX ZsLICH oY 4 4= HEHA
Metel HACE RES Malg = UASLICH

o NS ERXANS IS AMESIH LFE Kot 22X ol HHS
=HSLICH AIAE AEHE NSECZ 2LIHEHEGH L SR O8I E0
CHst e S =AIotE S HEELICH

REL 8. How are you testing your resiliency?

SEHS HAES [ E29EUME 246tE XHE Bt 2AZE

= UASLILH 28 s Soll EIIH2=2 EXE 5ot 220 &0t
EXE Adot= Ol &301 ELICH

-
famazon
48 HO| X ¥ webservices



Amazon Web Services - AWS Well-Architected ZdI 3

28 Atdl:

o XIEAM EOH AILI2I201 CHet XIE A E Ot & LICH

o 2R U FIIHOZ HOHE HIAESHAH(O: Chaos Monkey AtE) & 0H
B2t AB & =X &elgLIC

< OI0IEe ==+(DR)Y

g eaoz Sdi0tols B 2 ==X LICH
Ol tIOIH S =&, 242, 2Kl € JIS2 RTO £ RPO S22 EXIot=S
d2oloti) Aol OF & LI

o Iliol == DR &&= MISLICH

e 4 EC2|IZE DR AtOIE/2IE 0l A Amazon 0 & 0] 0| XI(AMI) 2 A
T4 AEIOF E A OIR] EQIEFLICH.

e DRHAE 2 HAZ DROIl CHet H#O0H £2XE EIIEHLZ HIAEGHH
RTO%t RPOE E=0ot=A| &0QlgfLILh.

o XS ST PHAWSL/FE EFA EPE AEGH0| AL 2TE
T

-
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Selection

PERF 1. How do you select the best performing architecture?

ST AMAEN e 21X SFE2 ADZE0 ek EetXIiH, €61 i 82
FA0 SEHCZ MEEULL MUZ 2= AIAEE2 0d 58S AHZ0tH
ds= gyob)| flo et VIs=S 2E LI

HIXIORY AWSOIA 28l A2 S0 st Fot HHIAEESE =86t 0
BIE o=z x| Mo dEiS EIHELIC

o SGHAE 02l 2lAA FEI TS ALESHH AWSO = &6 Al
H&S ot 2, 2LIHE s SEXE

He Z ol ek JERErL

i

0 g
O
ol
0x

PERF 2. How did you select your compute solution?

EH AMAEN JIA HEtct 2AEE S22 WS2IAHIES AAH, A2 e &
2 EAFH et ZetE = JUSLICH OPIEIdeE Chst 24 QAOICHAZ
2 FEY &2 S AME0tD AsS NA6H)| ol CHest Dls2 0|28 £
USLICHL OIPIE ™ HEoH 22 2 HE E2ES M86lH 45 20|
MNotE 4= UASLICH
D28 Atdl:
o SH DA XM HssS | ol AAEA HHOIH L JIsS
ANEote st S8 S DL
o QAEA N ZHEAABHAE MNEZSI=ZR B, QIAEA I,
JIS(GPU,I/O, HAE Jis)t &2 24 &8 2 DA ELIC
o ZHIOIYH A SHE HHOIHE AMZ2ote LR AHOIHS 22l CPU,
HUAl 2HN 22 2H 58S DHELIC

e IS THSEIISS AESE B2 N2, BEL, SEHY 2 7Y
S42 DBLICL

o Ets 4 E H(0ll: Auto Scaling, Amazon EC2 Container Service(ECS),
AWS Lambda)= 0| &0t =2 H3H0l CH X & LICt.
"
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PERF 3. How do you select your storage solution?

ST AL HE HNO ASRX SREES UM A SA(SS, DY E=

D, HAMA HE(RHP L= =XHH), s Held, AMA B (2242,

@Il 22, ACI0IE BIS(WORM, S&), 24 L Lh24 Aol wet
CHELICHL MHE 2SS AIAS 02 AERIX 22 HS AIE0IH 852

SFAISID| B CHe st IS S 288 LIC

Y Akdl:

o S4 11 AMEE AMbBlIA(Amazon S3, Amazon EBS, Amazon Elastic File
System(EFS), EC2 QI AEA AEN)E HEHG= Ol 2 &t CHst
SEH(0: B3R Jts, W 301, Al 21, BAIA THE, XA Al2H Hel S,
CIoIE XI&d)S DLl

e A ZH& 11 PIOPS, SSD, 01U &, Amazon S3 Transfer
Accelerationt 22 4 &S A &LICH

o MAATHE RAMAME(H: AECHOIE, I BHE, IIEIME)S JIBIC 2
AECIA AIAE AME SAS 2 A LICH

PERF 4. How do you select your database solution?

ST A0 EHé Z MO HOIEHOIA ERE2 Jrgg,ggg,ma@
X, XA AIZ2EH U+ g’il-é/ﬂ 9 20| 20| s Q /\

CIELICH &2 /\|¢E:,

242 M25HH, &
A AEIO =EHEHR 22 Tl0 Ewﬂom 248 U I|S2 HE5H 45 §20
XatE 4 ASLICH

2 A2
e S4 12 JtE 450 245 GI0I 6 HI0] A (2 H &, No-SQL, 2015t 2,
Ol B RRNS MR & USS CrA B SA(0: IS4, YR, THEIM
SIZ O, Kol A2 Lh7a, 224, 72| 222 DAELITH
e T ZE DA AELIX NS GOIEHOIA MY &F, H22l, HAIH
22 A4 2688 DABLIC
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o MAMAINE D AAA HE(M: AHA, I BHE, DEIAE, =8 X
TH)S JIB2Z HIOIEHBIOIA AIAES AL S Cl

00
a
>
o
o

o UEEZ A 1N M AGA HIOIH AoHRA, 8 O
Jtsg OO E MBolo| fist U E 82 A= DAL

PERF 5. How do you configure your networking solution?

ST AMAEH et 2 E UERT ESFE2 XA A2 XHeld 27 Ateh SO
et GHSLCHL A £ = 220l A el AA 22 %EI"4 Mer 222101 21X

H= RotH, 0l= 0lXl Dz L= clAA BIXIE AFE06HN &4 E

SHES
4= USLIC
2 At

o X LA UERZ XA AlIZtS =010] 2o ?IX SE(M: 2l &, IHE
G, X O, MADS DA LICH

e HEJls 1A UERZ EHE = =&t ol KIS s
DHASLICHOU: EC2 UAEHA HERID EE, W IEH HIE%EJ_
OIAEA 23 Amazon EBS = & 3f 21 AE A Amazon S3 Transfer
Acceleration, Dynamic Amazon CloudFront).

o UHERYUIIs DHAUERIA Hel E= XEE Z0/1)| foH HIEK X
JlsS D4 &LICHOI: Amazon Route 53 XY Al2F 2t E, Amazon VPC

ol & I Ol & AWS Direct Connect).

o HASINACLS UIERD Mel&E 7o) 98t = Aste NACLS
NEE AtseLICh.

o ASSHQRUZC 11H 25 HHAMS MBS LSS SE(TLS) LEZEE
D4 &L CY.

I2E&Z Jd HERD ds2 = &gtot)| ®lol HHE T2 E 20|

L ekl 1 &LCh.
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5 A
i —

PERF 6. How do you ensure that you continue to have the most
appropriate resource type as new resource types and features are
introduced?

SS2NS EHE | L DIsst S8 ME= K8HEHLILCH oFXIBF Al 2H0]
NLUHA OPIE XS Ss2 NEAZE =A== ME2 I L 82 LA S
ANSE 4= UA ELICH
2 At
o HE MZ222|AA9 K U JIE HESIE T2HAE 0L ELICH.
Hs HAEE UAl A6 85 220 MEZ =X EOEHLICH
CLIHE

PERF 7. How do you monitor your resources post-launch to ensure
they are performing as expected?

MNMAH S22 UHR L/E= AR Q12 Z QI6H AlI2H0| X0l (et Mt

= ASLICLANAE 852 2LIHEGCH 8= Hot HREE 015t R £ =
L QL2 MH E=0ME2IAHOIE 26t S)0l et =X E F &

4= AU SLICH

DY Atdl:

e 2 LIHZE Amazon CloudWatch, EtAt £= AIE X XA 2LIHE EF1E
MEZ30I0 ds= 2LIEE LI

o FBED|BHLE SHXOI AN HRASE RS 3 Z2LEHE AIAE0A
s €82 &sLit
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EdolEE

PERF 8. How do you use tradeoffs to improve performance?

S2HS M (s EYOISQES NIXOZ NGHE FHO| X2 YAS
Meist 4 USLICH LBA, LIPS U ZAS A AR XIS AIRIS
SIMBOEM B0 DHSS HBE 4 U= BRI AF ASLCT
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olr
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S MBIl SIGH HAL, 2T B SHE, MY, 2=
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H2 S2X0l 2|AA

COST 1. Are you considering cost when you select AWS services for
your solution?

Amazon EC2, Amazon EBS, Amazon S3 s “JI&& 01” AWS MUl A LILCE
Amazon RDS, Amazon DynamoDB S2| 2t2|a AMblA = “0H =2 =& 27 AWS
MBIALICH HES 2 Y 22|l AHIASE JEGHH OB X E HI S0l

UHoll 2/ M ate = USLICH HE S0 22le AMHIAE AFSoHE 22l
L 2Hal QHES &g+ =SO0|LE MAHGHH OS2I 0l & 0 Bl XL A
2E A0l ESE = Us LI

S HUS B MHIA HE AHIAS 2HGH01 HIE ZAS SIo AISE
o S

o NH2lA L AHHIOIH |8t 2 LA S ALE0L0 =X 3 AWS Lambda,
Amazon S3 & AtO| &, Amazon DynamoDB 2 Amazon ECSE A& 6t
HEs 22 LICHL

o XIS AELIXN SFTHES AIEB0IH ZEHS AHE IHE S DB 2 JHE

HE 28X AEL|X 88 S AF=2&HLICHO0: Amazon EBS 2=
A & 2| KI, Amazon S3 Standard-Infrequent Access, Amazon Glacier S).

o XHASBHOIEHHIOIAZE AHE6HH =& S Amazon Relational Database
Service(RDS)(Postgres, MySQL, SQL Server, Oracle Server) &= = Amazon
DynamoDB(& = JIEt 91-8t H &4, NoSQL LHeHE AtE & LICH.

o [CIE2 HE2IAHO0IE =F HMHIAE AE6HH Z & 3 Amazon Simple Queue
Service(SQS), Amazon Simple Notification Service(SNS) 2 Amazon
Simple Email Service(SES)E At& & L|LCt.
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COST 2. Have you sized your resources to meet your cost targets?

S A0 st AWS 2lAaA IS HE6 = S=
claA RS0l A0 2 XEHES X0 BIHE M%&E
HEELICH

H
Ju
gﬂ
-
0
>
=

o ESHIXIIPCUAAIINZY S EHIE 2N HEE ID/RES
S EHGH Bl =Z0ll CHoll = & 3t &FLICH. Amazon EC2, Amazon DynamoDB,
Amazon EBS(Z 2 H| 4 & = IOPS), Amazon RDS, Amazon EMR,
HERZY S MBIA0 CHoll M2l g, I & AE2|XE HESHA
IEZHI M gLt

COST 3. Have you selected the appropriate pricing model to meet
your cost targets?

FAIZE0 It Hefet R 22 S AFE6HH HIES
HHZ = QXS 200 A

— L

e HlXEHFA ‘% FHH BIIHC=Z MEES =40t HES| Kl
IABEAZS A0 LICHOI: Amazon EC2, Amazon DynamoDB, Amazon

S3, Amazon CloudFront ).

o ATHASFRAIZE(0: BIXI, EMR S)0ll AT QTAEHA(H: AT EE,
=SclE)E ALZEELILH
e C|EHIE DA N U Al BIES DA LICH
_famazon
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Sedt =22 2

COST 4. How do you make sure your capacity matches but does not
substantially exceed what you need?

HEUL ds BN 2= 018 O HE =0t XI=2otls 22 K42
ANESHD Z ALESHA = IAEAI UES G0 ELICL HE B2 E
MEE SEXILHSLH 2 HIE(UC AIELZ 2let 45 Not) £= (2
TZHINE2Z 218 AWS HIE0| M=ok H Lot HI ALIAN S X
= 012 = AsLt
2 Atcdl:

o =2 J|8t HZ Auto ScalingS AIE6H0 BstoteE =0 HSELICH

[ ]

HIH J|et 82 &= HIHE 6 (0l: Amazon Kinesis &£ = Amazon
Simple Queue Service(SQS)E AE) A= X 2lot= O =8t SO0l
SEE WA &Y 2 HADI&rLC

o AREIIBHEI AR DB B3 YA RE UX IIF, FL SO
2 (

J
-
nc

—

Zetoldionol A &L

HlE elXl

COST 5. Did you consider data-transfer charges when designing your
architecture?

HIOIE 8% 22 2LIEHZES

LHE 4= JAE= &LICH S =0, Amazon S3 HA WA XS A2 X0 H 2 E
ZH=E MUlAdls 2H = 32X 2 < Amazon CloudFront 28 = & &
HERIJ(CDN)Z 2HI=E ZAIotH HIES U= 22 E

ST AN HABOZ 2 H|lES AN HAE 4 ASLICH

28 Atdl:
e X&EFOOIHAESS 5
WAN Jt53) Chs AZ, 2l & & EH
e CDN OllZol= 2 CDN=S AFSELILCH

e AWS Direct Connect &&= 4 0t0{ ol &Eot= &2 AWS Direct
ConnectE AIZ&HLICY.
-

_ o amazon
57 HIO| X| ¥ webservices



Amazon Web Services - AWS Well-Architected Z 23

COST 6. How are you monitoring usage and spending?

AN EXE 8ot HE2 2LIEHEGHD 22lot) HESHH & &LICh
AWSOI A MZoteE SR E AMZ26I0 AIZ2X2 A2 S22 L il HI2S
EOISHLICH Ol 2 Soll HIRLIA 7 AFEH D EUA 8ol HYsS B0 A S
UNA OIHE 2= USLILCH
28 Atdl:
o PECIAANENIOXNE 2EEO XA JtsCIAAN EBIOE XAEGHH
x*?HOI HA WS olme L AISHHA HEsS HEXS

&= UASLICH

o ZNLHSAS T EEZH AR F.’__W_/\ & = Cost Explorers
SN NS = A= EE I HNAE OIS LICH HY o= B
Amazon CloudWatch &= EtAF A HI *(Oﬂ Cloudability, CloudCheckr,
CloudHealth)E AIE5IH HI|&E o2 At 2 XIES SLIHEELICH

o U B F FHRRZ SN E XNE0| & St E T U5t=XA
HEE & = UAEZZ= SLICH

o II=2 =4 M2 (Charge Back)/&2!(Show Back) & 4! 0| E AtZ 5t
HE dEH0 AAEAYd SIAAS STEELICHO: BH D X &).

COST 7. Do you decommission resources that you no longer need or
stop resources that are temporarily not needed?

olgol= 3R ERe ZZAMA E'é Tesagsxg =AU EZHE

ANEHOA SZO0l 01210t 828 Mo € elas 22| E AHELICH AWS

Support?t ESC =2 AIZ2E ii’ﬂ%% Z & slol= A0 et HE At S
=

S =& LICHOI: Auto Scaling, AWS OpsWorks, AWS Data Pipeline &£ = Ct
Amazon EC2 Z2H| M H2 LAIS A

.

Lt

S AI EE= TrustedAdwsor Hl =

&3 HE AES HE).
DY Atdl:
o ANSS ESR0HA LHU Z QoK Lo AIEE0| Y2 UABA L=
CIAASE SISt D HOIE [ 2lAA E2E HEGHH HeloteE=E
ANAES S HELICH
o IZNAZFHO=LURSH2IAAS &0I6t10 HIIoH| /st T2 HNASE
Ot st Ct.
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COST 8. What access controls and procedures do you have in place
to govern AWS usage?

SHE ZH0l= sAIN HESHHI 0| YMOIESE 3D HALISS
S SLICHLEZ L IAM 22| E Soll AMA 22 H2 A2 WETHA
HIZ2S 3N S0IX $DNE SHAS 02 £ ASLIC
O =H AI.B;”
. E % A& 4F(0fl: Dev/Test/Prod) 2t2| HIHLIS 2 AFE6H0
QIAHAE Aldigh Attt 2 JJE2 2IAAE E*EIC”LI Ct. (0l= AWS

MHEIA 2 EBHAF S 80 HEELICH)

. DRHELYF)| EHI2ME g U 70| £8 F)|2 £, 55
9 2AAISIOl SL RS 2IAA AR LHIE NES XU

AlZHO HE = E 3t
COST 9. How do you manage and/or consider the adoption of new

services?

AWSOIIA Oicl 22 MBlASt DIsS A0l et JIE EHE Z&Eot
12d0l 6ol BlE 22X =0lol 20k & LICH

e HIEzX3IIs&£d

e AE ME2 AHIA AN R H JIIE BESH=E ZZ2MAS
OrASLICH &s HAES ChAl 2 &61K HI =0
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Prepare

OPS 1. What best practices for cloud operations are you using?

284S FHOHYE S UHEQI EHIHERELILL 2 MACIAEE
AMESHH FIAZ2EI B2EHE 2HE S ?Ist =HIJF A=K &g LIt
Ml AES AIE0HE A &4 80| S EXl R E2HEC =2 MEtol=
s A = UsL
SH At

o B HNIACIAE RADIZE 2 E =HIILEHULY B AIESE 2E

Ml AEE AdeL

A

o AEMZAE AHE HIZLIAW: B, AI2)0 SUHet S 012 = U=
Jlsl & A 250l CHUIGHN OIBE(C: O E 231 21, BHE Al )0l
tist APM Ol &S A&l S ~& e LICH

o HOHIACIAE AIZEE CHNGHH 2 EE =HIJHEH AL T B0
AMNES Bt HNICIAES A ULICHO: M2 Cl0l, DDoS, #lli&= J1).

OPS 2. How are you doing configuration management for your
workload?

4,028, el ol 2laA0 thet - =
= Flofl &N 78 RASE AEE = U= =AM etoliOF ELICHL 74 BHE
| =X 0| Jtsotd AS3tEl 01 0F & LICH

&

rr

=1a=5!
==

njo

o CIAAFHIAIDZE UM A HoHE JIsS 486t
S LICHOI: BIEHTIOIH AFZ, B X &).

oS
o HFANOHI IQJ‘H%%/\-IQE,LIE(OH DEZ MO elZet, CMDB,

. -S—%" mﬁ u_§ 5"* N 28 =2g8= Sofl 22 wE=s SHELILH:

FHon
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OPS 3. How are you evolving your workload while minimizing the

impact of change?
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OPS 4. How do you monitor your workload to ensure it is operating
as expected?

ANAES N8 U /e Q8 QIO 0lgh AI2H0l X0 et 8501 XMote
2= USLICH AAE S2S ZLIHEGHH OlHst &5 KXot RASE AlYEHGHD
&&= UASLIT

S AR

e Z2LIHZE Amazon CloudWatch, EtAt £= AIE X XE 2LIHE &7 E
AMESIH 852 2LIHEESLICH

o Z &AM AAH: OHS2IAHOIE =20, AWS MHIAE 271, VPC
S8 27, CloudTral) 226 2 12 & A & LILCH.

o JEDIEHLE SEXINAT HBAS HOGS B2 Z2LEHE AAE0A
s €82 &sLith

o ECIHIIBHAHZIEE Soll H=2Z 2H0 et ZXIE F ot
O AZdiol&gLIth

ock
[ ]

OPS 5. How do you respond to unplanned operational events?

IJ|X| 2t 2D O|HEN tHet S22 Aisste &HIE &LICH OO0l
2 otLict &tsh, =8, W L 525 Ze &Lt
28 Atdl
o XN&A=S

A O Z2HA, ATZ2 HQL, ol A0l &

5t HII= o2 HI0|E-LICH

e RCAZZHA SHEHZ, 2H5 L +F3510 WL5IX 2 Z= 51|
9|8 RCA T2 A S DI gtLICH

o TS WS 0DIX 23
APDE Soff 9 H
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OPS 6. How do you manage escalation when you respond to
unplanned operational events?

OIDIXl =et 2& OlHEN et (HS=2 OloH 2 Al A HIAZ 018 T2 AlA
X EXE ESote MM 2 E NS A E UetoF L A2 08 B2
oot Jls E HAS NAZ0IE JIsS 25 Z&oliOF &LICH HS
HAZO0lE2 Xt=3tolOF ofH I AZ 0l &= K& =2 JF Ol off 2+ Hl At
ees ddolioF LIt

2F Atdl

o« HE MIAZdOIE
CIANBIES gg, 2 E=adi&/

A SEHLICH
o AR MAZYHOIE ZZ NMAZHOIE 20 2= X2, AWS Support,
AWS THE 4 & EtAL XI & HS ZaAIZLICH
e HERH=R NAZHOIA XSS 27 L= Al
& N

sz d4seLlth
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